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Abstract. A system administration model is described in this article. Two problems called the MINIMUM
REPLICATION PROBLEM and the MINIMUM REPLICATION PROBLEM WITH USER PREFERENCES are defined to
illustrate the use of the model. The complexities of the two problems are analyzed and shown to be NPcomplete. A polynomial-time algorithm to solve one of the problems is described and the experimental
results are shown to support the feasibility of the algorithm. In our experiments, our algorithm produces
solutions of values at most 1.38 times the optimal ones.
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1. Introduction
System administration generally refers to the task of building and maintaining computer networks in
order to achieve predetermined objectives. This field of research has only become more popular in the past
few decades. In the past system administrators usually managed their systems with trials and errors. Only by
experimenting with the systems would they know the best solutions. As recently as 15 years ago, many
people still considered the task of network and system administration to comprise remembering and
following complex recipes for building and maintaining systems and networks [2]. The complexity of many
of these recipes made the task of system and network administrators more an art than a science. Not until a
decade or so ago, a small group of scientists began to transform the task of system and network
administration into a science. In this article we follow the same tradition set by these people. We begin by
briefly reviewing some relevant and interesting research articles in the system and network administration.
Sandhu et al. proposed a role-based access control approach to security administration of large systems
[13]. A role in this approach is a semantic construct forming the basis of access control policy. System
administrators create roles according to the job functions performed in an organization, grant access
authorization to those roles, and then assign users to the roles on the basis of their specific job
responsibilities and qualifications. In [4] Burgess described a mean field approach to defining and
implementing policy-based system administration and proposed two types of model to understand policy
driven management of human-computer systems. It was shown how these models could be formulated.
Verma looked at a general policy-based architecture that could be used to simplify new technologies
emerging in the context of IP networks [14]. More specifically, the simplification of network administration
was explained using two levels of policies and some algorithms for checking policy conflicts and
unreachable policies were presented. Burgess presented an automated system administration with feedback
regulation based on a notion of convergence towards a stable state [3]. In software engineering the capability
maturity model (CMM) is used to improve the processes used to develop software products. Kubicki adapted
CMM to describe the key processes required for a system and network administration [10]. Typically system
administration involves a utilization of best practices that minimize a cost but yield a maximum value.
However, the cost of system administration was not obvious. In [5] Couch et al. defined the problem of
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determining the cost of system administration. They illustrated simple models of cost that provide insight
into why some practices cost more than expected, and why changing from one kind of practice to another is
costly. Harlander described an automatic system administration tool to control the configuration and
administration of UNIX workstations of different vendors from a central management host [7]. In large
organizations database systems need to be available at all times. Oliveira et al. characterized typical
administrator tasks, testing environments as well as mistakes and proposed system support to validate
administrator actions [12]. Abdu et al. presented an adaptive model in which an initial optimal configuration
of management agents is determined according to a set of use/system requirements [1]. These agents are then
dynamically reconfigured to adapt to changes in resource availability and user/system constraints with little
effect on the behavior of the system components. In UNIX systems administrators usually work with
programs for interactive use such as passwd and su. These interactive programs cannot be kept in shell
scripts. expect is a program which can talk to such interactive programs. In [11] Libes presented examples of
using expect to automate system administration tasks. In system administration records of activities are kept
in system logs. Authors in [9] used network traffic logs to detect and prevent potential damages caused by
worms and in [6] authors studied a web log system of automatic backup. To the best of our knowledge, no
one has proposed the same system administration model as ours. We are the first to study the system
administration in the context of complexity theory.
This article is organized as follows. Relevant definitions and notation are introduced in section 2. Section
3 illustrates a non-trivial instance of the system administration model. In section 4 the MINIMUM
REPLICATION PROBLEM (MRP) is discussed and the proof of its complexity is presented. Section 5
introduces another variant of the Minimum Replication Problem called the Minimum Replication Problem
with User PrefeRENCES (MRPUP) and its complexity is shown. A greedy algorithm for the MINIMUM
REPLICATION PROBLEM WITH USER PREFERENCES (MRPUP) and some experiments to support the
algorithm’s feasibility are presented in section 6. Conclusions are then given in section 7.

2. Preliminary and Definition
We present our system administration model in this section. This model is designed to faithfully mimic
the real computer system and its environment. However, no abstract model can represent the real system
with an absolute degree of actuality. Therefore, in this article our model only represents some aspects of
things in the real system that we want to investigate. We now present the formal definition of the model and
its related definitions. Throughout this paper let Ν = {1, 2, 3,…} be the set of natural numbers.
Definition 2.1
Let n, e, f, m, r, s, d ∈ N. A system administration model M is a seven-tuple (C, L, U, P, S, O, A), where
1. C = {c1, c2, c3,…,cn} is the finite set of n computers,
2. L = {l1, l2, l3, …, le} is the finite set of e connection links between pairs of computers and each lk =
{ci, cj} such that ci, cj ∈ C and i ≠ j for some i, j, k ∈ N , and these links connect n computers
together,C = {c1, c2, c3,…,cn} is the finite set of n computers,
3. U = {u1, u2, u3,…, um} is the finite set of m users,
4. P = {p1, p2, p3, …, pr} is the finite set of r rules in the system. This set is called policies,
5. S = {s1, s2, s3,…,sf} is the finite set of f states in consideration,
6. O = {o1, o2, o3, … ,os} is the finite set of s system operators. Each ok is a function such that ok:S 6 S
for 1 ≤ k ≤ s,
7. A = {a1, a2, a3, …, ad} is the finite set of d user activities and ak ∈ U × O × N for 1 ≤ k ≤ d.
A few remarks are in order. First, we incorporate computers and communication links into the model and
all computers are connected as will be defined shortly in definition 2.2. The two components make up a
computer system. Second, a set of computer users is given. Users can use computers in the system according
to their rights. Third, to govern the system, a set of rules is specified in policies. Fourth, a computer system is
typically composed of several components. Each of these components can have its own state. Our model
uses the set of states to represent the actual states in consideration. Fifth, in a computer system an
administrator usually operates the system using commands. Our model incorporates system operators to
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reflect this reality. Finally, user activities are also defined in the model, where N indicates a discrete time
step of an activity.
We next present the operational definition of communication. A pair of computers can communicate
with each other if and only if there is connectivity between them. Connectivity in this context is defined as
follows.
Definition 2.2
Computers x, y ∈ C are said to be connected if and only if there exists a sequence <c1, c2, c3, …, ck>,
such that, for 1 ≤ i ≤ k-1, {ci, ci+1} ∈ L and c1 = x, ck = y.

3. Instance of the System Administration Model
To get a clearer picture of the system administration model, we illustrate an instance of the model in this
section. We assume that we are interested in studying the storage aspect of the model. Therefore, the states in
consideration here are those of hard disks.
1. We have six computers C = {c1, c2, c3, c4, c5, c6} in the system and c6 is a designated server.
2. In this system connection links are L = {{c1, c6}, {c2, c6}, {c3, c6}, {c4, c6}, {c5, c6}}. In this instance
every computer connects to the server directly and communicates with other computers via the
server.
3. Users are U = {u1=Alyssa, u2=Benjamin, u3=Chris, u4=David, u5=Emily}.
4. Policies P = {p1, p2, p3, p4, p5} are specified as follows.
p1
p2
p3
p4
p5

∃! [Alyssa] can reset ∀[USERS]’s password.
∃! [Benjamin] can alter [c6].
[Chris, David, Emily] can work with only [c1, c2, c3].
[Chris, David, Emily] can execute [INSERT, UPDATE, QUERY].
∃![Alyssa] can execute [DELETE].

For example, in policy p1 only Alyssa can reset all other users’ passwords and in policy p5 only
she can delete data from the server.
5. Because we are interested in the storage aspect of the model, the set of states S = {s1, s2, s3,…,sf} is
all possible states of the data in the hard disks. For instance, s1 can be a string of bits that shows the
state of the hard disks in the system at a certain time.
6. System operators O = {o1, o2, o3, o4, o5, o6} are given in the following table.
o1
o2
o3

INSERT
UPDATE
DELETE

o4
o5
o6

ALTER TABLE
QUERY
RESET PASS

These operators work as expected. For example, INSERT adds a new data item into the
database. When an operator takes an invalid action such as deleting a record in an empty database,
the model will automatically halt.
7. In this instance we have 6 user activities A = {a1=(u1, o5, 1), a2=(u2, o4, 1), a3=(u3, o1, 2), a4= (u5, o2,
2), a5=(u4, o1, 2), a6=(u1, o3, 3)}. From this, we know, for example, that at time 2 Chris and David
insert new data records into the database while Emily updates some records.
Observe that our system administration model can be used to study all its seven components and their
interactions. In this article we apply complexity theory to decision problems concerning some resources in
the model.

4. The Minimum Replication Problem and Its Complexity
In a computer system each host computer typically has a group of users to service. These users share the
same information located at their host computer. Occasionally we would like to make copies of this
information available to other users at other host computers as well and we want to achieve it with a
minimum number of host computers and a maximum number of users, assuming that one host computer
carries a single copy of the information. This problem is called the MINIMUM REPLICATION PROBLEM (MRP).
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Before we formally give the problem definition, let us define an accessibility function Φ: C → P(U) where P
is the power set. We can now give the following problem definition.
Definition 4.1 (THE MINIMUM REPLICATION PROBLEM)
GIVEN: A system administration model M = (C, L, U, P, S, O, A), accessibility function Φ, and two integers
k, u*.
PROBLEM: Is there a subset B ⊆ C such that |B | ≤ k and | Ub∈ B Φ(b) | ≥ u*?
To make the problem clearer, we give a simple illustration of this problem. Suppose in the system there
are six computers in C = {c1, c2, c3, c4, c5, c6}, and 13 users in U = {u1, u2, u3,…, u13}. These computers and
users are shown in figure 1. Other tuple members are omitted for simplicity. The dotted lines define the
accessibility function Φ while the double boldface lines define the connections.
u9
c1
u10

u6

u1

u2

u12

c5

u11

u5

c2

c3
u13

u3

u7

c4

u4

u8

c6

Figure 1: An instance of the Minimum Replication Problem

Suppose u* = 10 and k = 2 in this problem instance. The answer to this decision problem is a YES. We
can select computers c3 and c5 and both computers have exactly 10 users. Observe that this is just one
possible solution.
At first glance the MINIMUM REPLICATION PROBLEM does not look at all hard to solve. However, as the
numbers of computers and users grow, the only way to determine any solution seems to be an exhaustive
search that grows exponentially with the size of the problem. Indeed, as we shall see in a moment, this
problem is hard to solve unless P = NP. We will shortly prove that the MINIMUM REPLICATION PROBLEM is
NP-complete. But now let us look at a problem called the SET COVER PROBLEM (SCP). This problem was
one of Karp’s famous 21 problems that were shown to be NP-complete in 1972 [8] and will be used in the
NP-completeness reduction in the following theorem.
Definition 4.2 (THE SET COVER PROBLEM)
GIVEN: A finite set X, a family F of subsets of X such that X = UY∈F Y, and an integer k*.
PROBLEM: Is there a subset D ⊆ F such that | D | ≤ k* and X = UY∈D Y?
Theorem 4.1 THE MINIMUM REPLICATION PROBLEM is NP-complete.
Proof: First, we will show that the MRP is in NP. Given a problem instance of the MRP and a certificate, a
verification algorithm can check in a straight forward manner in polynomial time whether set B ⊆ C exists
such that | B | ≤ k and | Ub∈ B Φ(b) | ≥ u*. Next we show that the MRP is NP-hard. Given an instance of the
SCP, we construct an instance of the MRP as follows. Let n = | F |, C = {c1, c2, c3,…,cn}, and for each fi ∈ F
let Φ(ci) = fi for each ci ∈ C. Furthermore, let U be X. We next construct connection links. Let e = n – 1 and L
= {{ci, ci+1} | 1 ≤ i ≤ n – 1}. Additionally, we let P contain a rule stating that all users in U can read their own
databases and S be {s1, s2, …, sn}, where each si represents a string of bits that shows the state of the hard
disk on computer ci. We also let the set O contain a single read operator and A be the set whose user
activities are that all users read their respective databases at time 1. Finally, let u* = |X | and k = k*. This
entire construction can definitely be done in polynomial time. It is clear that there is a subset B ⊆ C such that
| B | ≤ k and | Ub∈ B Φ(b) | ≥ u* if and only if there is a subset D ⊆ F such that | D | ≤ k* and X = UY∈D Y.
Hence, the theorem holds.
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The direct implication of theorem 4.1 is that, given P ≠ NP, no efficient algorithm exists to solve the
MINIMUM REPLICATION PROBLEM. In other words, it is highly unlikely that a polynomial time algorithm will
be discovered for this problem.

5. The Minimum Replication Problem with User Preferences
In some networking environment it may be preferable to allow users to choose their neighbors who share
the same machines. This may be for a security reason or simply for personal liking. In this section we extend
the MINIMUM REPLICATION PROBLEM to reflect this characteristic and this new problem is called the
MINIMUM REPLICATION PROBLEM WITH USER PREFERENCES (MRPUP). Let T = {t1, t2, t3,…,tm} be a set of
m preference lists such that ti is the preference list of user ui ∈ U. Let π(i) be a permutation over {1, 2, 3,…,
m} of user ui ∈ U. Each ti is defined to be a user sequence <u'1, u'2, u'3,…, u'm>, where u'k = π(i)(k). Let <>
denote an empty sequence, meaning that a user has no preference or prefers everyone equally. In addition,
we also assume that user ui is always first in π(i). In other words, user ui prefers himself the most. For
simplicity, we assume that no pair of users is preferred equally.
Definition 5.1 THE USER PREFERENCE EVALUATION FUNCTION
Let ρ(u, t, R) denote the user preference evaluation function of a preference list t of user u on user group
R. The rank r(u', t) of user u' on the preference list t is defined to be the position of u' on the list – 1 (i.e.,
r(ui, ti) = 0). When t = <>, ρ(u, t, R) = 0.
ρ(u, t, R) =

∑ r (u ' , t )

u '∈R

Definition 5.2 THE OVERALL USER PREFERENCE EVALUATION FUNCTION
Let ℮(U, T, H) denote the overall user preference evaluation function on a set U of users, a set T of
preference lists, and a set H of user sets.

∑ ρ (u , t , R )

℮(U, T, H) =

i

ui ∈ U
ti ∈ T
u i ∈ Ri , Ri ∈ H

i

i

Let V(C) denote Uc ∈ C {Φ(c)}. We now give the following problem definition.
Definition 5.3 THE MINIMUM REPLICATION PROBLEM WITH USER PREFERENCES (MRPUP)
GIVEN: A system administration model M = (C, L, U, P, S, O, A), set T of preference lists, accessibility
function Φ, overall user preference evaluation function ℮, and three integers k, u*, p* .
PROBLEM: Is there a subset B ⊆ C such that | B | ≤ k, | Ub∈ B Φ(b) | ≥ u*, and ℮(U, T, V(B)) ≤ p*?
Theorem 5.1 THE MINIMUM REPLICATION PROBLEM WITH USER PREFERENCES is NP-complete.
Proof: We use proof by restriction to show that the MRPUP is NP-hard. We restrict the problem instances of
the MRPUP to the instances of the MRP by letting t = <> for all t ∈ T and p* = 0. We next show that the
MRPUP is in NP. Given the problem instance and a certificate, a nondeterministic Turing machine can check
the certificate in polynomial time bound to yield the correct answer. Hence, the theorem holds.

6. Algorithm for the MRPUP
In section 5 we have shown that the MINIMUM REPLICATION PROBLEM WITH USER PREFERENCES is at
least as hard as the SET COVER PROBLEM. This fact implies the intractability of the MINIMUM REPLICATION
PROBLEM WITH USER PREFERENCES. Therefore, no exact algorithm exists to solve this problem in
reasonable time. We need to turn our attention to some “feasible” algorithm that yields an acceptable
outcome instead. We show one such algorithm next. In designing this algorithm we have an assumption that
u* = m and the condition ℮(U, T, V(B)) ≤ p* is relaxed. Observe that this assumption does not conflict with
the problem definition. That is, if the algorithm works for the case that u* = m, it also works for the cases
that u* < m. This algorithm is called the MRPUP algorithm and is defined below.
MRPUP ALGORITHM (M, T)
1 {Input: model M and set T of preference lists}
164

2 {Output: set B of computers}
3 begin
4 repeat
5
pick ui ∈ U for some i
6
find cj ∈ C that minimizes ρ(ui, ti, Φ(cj)) over C
7
B = B U {cj}
8
U = U - Φ(cj)
9 until U = ∅
10 end
The MRPUP ALGORITHM is based on a simple greedy strategy and has a polynomial time complexity.
We next show that this algorithm produces a correct and feasible solution to the MINIMUM REPLICATION
PROBLEM WITH USER PREFERENCES. Observe that we abuse the notation Φ(B) to mean the union of Φ(c) for
all c ∈ B.
Theorem 6.1 The MRPUP ALGORITHM produces a set B of computers such that |Φ(B)| = m.
Proof: We use proof by induction on m. When m = 1 and U={u1}, the algorithm executes lines 4 to 9 to find
cj whose Φ(cj) = {u1} and includes cj in B. Hence, the base case is true. Let a be a positive constant. Suppose
the algorithm produces a set B of computers such that |Φ(B)| = m - a when line 9 has been executed. We
show that this statement is also true for the case of m. The algorithm executes lines 5 to 8 to find cj such that
|Φ(cj)| = a and adds cj to B. When set U becomes empty, the algorithm terminates with |Φ(B)| = m. Thus, the
theorem holds.
The MRPUP ALGORITHM gives a feasible solution in a sense that each user is connected to one of the
computers in B while the overall user preference needs not be minimized. With the absence of a good
approximation algorithm for this problem, our algorithm is the best known solution. We support the
feasibility of our algorithm with some experimental results. In our experiments sets C, U, Φ, and T are
generated randomly and the sizes of C are at most 25. Instances are generated with group sizes 20, 30, 40, 50,
and 60 users. Each group size has 20 different cases to experiment. In generating accessibility function Φ we
choose a user and the number of computers and the computers he or she can access are randomized. This
process is repeated for every user. We generate each user preference list using a random permutation. We let
sets P, S, O and A be the same as in the proof of theorem 4.1. The averages of the values of the overall user
preference evaluation function ℮(U, T, H) are then computed for each user size and compared with those of
the brute-force algorithm as follows.
Number
of Users
20
30
40
50
60

AVG(

e(U , T , H ) Greedy

)

e(U , T , H ) Brute Force

1.2220414
1.3193747
1.3764368
1.3709160
1.3411097

Figure 2: Table shows the averages of the values of ℮(U, T, H)

Note that we want the average values to be as close to one as possible because one implies the optimality
of our algorithm. Our experiments show that our algorithm produces solutions of the values at most 1.38
times the optimal ones.

7. Conclusion
In this article a system administration model was initially defined. An instance of the model was then
illustrated. The MINIMUM REPLICATION PROBLEM was given and its complexity was analyzed. We show that
this problem is at least as hard as the famous SET COVER PROBLEM. The implication is that it is highly
unlikely that a reasonably fast algorithm exists to solve the MINIMUM REPLICATION PROBLEM. Additionally,
we also show another variant of the first problem called the MINIMUM REPLICATION PROBLEM WITH USER
PREFERENCES. This problem models a situation in which a user has his wish list of his neighbors who share
the same computers. As it turns out, this problem is also at least as hard as the famous SET COVER PROBLEM.
Therefore, no reasonably fast algorithm exists for it. A feasible algorithm based on a greedy approach was
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instead presented. We use experiments to support the feasibility of our algorithm. From our experiments, we
conclude that our algorithm produces solutions at most 1.38 times the optimal ones. We conclude this article
with an observation that our system administration model can be easily manipulated to study other aspects of
the system administration by posing the right questions and problems as we have shown in this article.
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