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Abstract. Mobile ad-hoc network is a collection of wireless mobile nodes which forms a temporary
network without any fixed infrastructure or centralized administration. Mobile ad-hoc networks are widely
used in the tactical battlefield, emergency search and rescue missions. They are also well used in civilian adhoc situations like conferences and classrooms due to the ease and speed in setting up such networks. The
wireless ad-hoc networks are mostly vulnerable to security attacks because of its features like open medium,
dynamic topology, lack of centralized management, node mobility, limited physical security, and limited
bandwidth. In this paper we simulate black hole and gray hole attacks on Ad-hoc On Demand Distance
Vector (AODV) routing protocol. Further the performance of routing protocol AODV is evaluated under
these attacks by considering different metrics and scenarios. We have used network simulator 2 (ns-2) to
conduct simulations on MANET. Simulation results indicate that the AODV routing protocol suffers from
decreased throughput and increased packet losses in presence of black hole and gray hole attacks.
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1. Introduction
A mobile ad hoc network (MANET) sometimes called as mobile mesh network consists of a collection
of peer mobile nodes that are capable of communicating with each other without help of a fixed
infrastructure. As MANETs provide mobile nodes with reliable routing services in the absence of a network
infrastructure, they are emerging as a promising platform for a variety of applications in military and civilian
domains, sensor networks, rescue operations, students on campus, free internet connection sharing.
Further, MANETs are decentralized networks and the network topology is unpredictably dynamic because of
node mobility. As a result, mobile nodes in MANETs act as both hosts and routers and need to discover the
dynamic topology and deliver messages by themselves. These mobile nodes establish the routing tables by
exchanging routing messages with each other and then deliver the data packets for others. Therefore,
developing a system to maintain routing tables reliably is the most fundamental and critical issue related to
MANETs.
MANETs are much more vulnerable to attacks [1] [2] than wired networks. Therefore providing security
service in MANET is challenging that has attracted several researchers in this field [3, 4 and 5].
The rest of this paper is organized as follows. In section 3, we discuss the related work. Routing
protocols and overview of AODV routing protocol are discussed in section 4. We present different types of
attacks a MANET undergoes and description of these attacks in section 5. Section 6 and 7 presents
simulation environment and results. Finally, the conclusion is in section 8.
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2. Related Work
As MANETs [6] are very popular, they are very much exposed to attacks. Wireless links and dynamic
behavior also makes the MANET more vulnerable to attacks which make it easier for the attacker to go
inside the network and get access to the ongoing communication [7]. Different kinds of attacks have been
analyzed in MANET and their effect on the network[2][7].The performance of the routing protocols OLSR,
AODV and DSR[8][9] was examined by considering the metrics of packet delivery ratio, control traffic
overhead and route length by using NS-2 simulator [10][11]. The performance of the routing protocols
OLSR, AODV, DSR and TORA was also evaluated with the metrics of packet delivery ratio, end-to-end
delay, media access delay and throughput by also using OPNET simulator [12][13][10].

3. Routing Protocols
The primary goal of routing protocols [14] in ad-hoc network is to establish optimal path (min hops)
between source and destination. MANET routing protocols can be classified according to the protocols
mechanism of route discovery and route update, into three categories: proactive (table-driven), reactive (ondemand) and hybrid.

3.1. Proactive routing protocols
In this type of protocol, the nodes try to create route in advance before there is a need to royte traffic
from a specific source to destination.
Ex.DSDV (Destination Sequence Distance Vector)

3.2. Reactive routing protocols
In this type, the routes are established between two nodes only when there is a need to send actual traffic
between those nodes.
Ex: Ad-hoc On-Demand Distance Vectoring [1] [15] (AODV), Dynamic Source Routing (DSR).

3.3. Hybrid routing protocols
These protocols show the characteristics of both reactive and proactive routing protocols.
Ex: Zone Routing Protocol (ZRP), ZHLS etc.

4. Types of attacks
Attacks can be classified as internal and external attacks based on the source of attacks. External attacks
are done by unauthorized users and these attackers are not necessarily disconnected from the network,
though. The targeted network might be a self-contained entity that is linked to other networks using the same
infrastructure or communication technology .Whereas internal attacks are sourced from inside a particular
network. A compromised node with access to all other nodes within its range poses a high threat to the
functional efficiency of the whole network.
Another type of classification is active attack and passive attack. Some attacks are classified according to
the layer of occurrence are discussed below. In this paper we have implemented black hole and gray hole
attacks which occurs in network layer using AODV routing protocol.

4.1. Black Hole Attack
Black hole attack is an active attack type, which leads to dropping of messages.In this type of attack,
malicious nodes never send true control messages initially. To carry out a black hole attack, malicious node
waits for neighboring nodes to send RREQ messages. When the malicious node receives a RREQ message,
without checking its routing table, immediately sends a false RREP message giving a route to destination
over itself. This black hole node assigns a high sequence number to settle in the routing table of the victim
node and sends before other nodes send a true one. Therefore requesting nodes assume that route discovery
process is completed and ignore other RREP messages and begin to send packets over the malicious node. In
the same manner the malicious node attacks all RREQ messages and takes over all routes. Therefore all
packets are sent to black hole node. The black hole node without forwarding the packets to the destination
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discards them. To succeed a black hole attack, malicious node should be positioned at the center of the
wireless network. In this way a black hole node can affects the whole network.

4.2. Gray Hole Attack
The AODV routing protocol is vulnerable to gray hole attack. It is an active attack type, which lead to
dropping of messages. Attacking node first agrees to forward the packets and then fails to do so. Initially the
attacker node behaves correctly and replays true RREP messages to nodes that initiate RREQ message. This
way, it takes over the sending packets. Afterwards, the node just drops the packets. If neighboring nodes
(that try to send packets over attacking nodes) lose the connection to destination then they may want to
discover a route again, broadcasting RREQ messages. Attacking node establishes a route, sending RREP
messages. This process goes on until malicious node succeeds its aim (e.g. network resource consumption,
battery consumption).

5. Simulation Environment
Simulations are often used to model natural, machine or human systems in order to gain insight into their
functioning. Network Simulator ns-2 [18] [19] is used to carry MANET simulations.NS-2 is a simulation
project developed by the University of California Berkley. NS is part of software of VINT [20] project which
is supported by DARPA since 1995. It is one of the most widely used network simulators for wired and
wireless networks. NS2 is an object–oriented, discrete event driven network simulator which is written in
C++, with an OTcl interpreter as a frontend, and is available free. It follows the layered approach, and is
accompanied by a rich set of protocols.
We run two simulations, one without the attacker node and other including the attacker node. we have
repeated the experiments by changing the number of nodes to 40,60 and 80 to see the performance of
network under attacks. The simulation parameters are shown in table 1
Table. 1: Simulation Parameters

Parameter

Definition

Parameter

Definition

Protocol

AODV

Simulation Area

1000*1000

Mac Layer

IEEE 802.11

Size of data Packet

512

Simulation Time

500s

Traffic sources

CBR

Connection Time

450s

Number of nodes

20,40,60,80

Node Placement

Random

Version NS2

NS-2.29(under
windows,cygwin)

------------

--------

Data rate

10kbits

6. Experimental Results
Figure 1 shows the designed network with 20 nodes in which one node is a black hole node. Figure 2
shows the designed network with one grayhole attack node. A simulation study was carried out to evaluate
the performance of MANET in presence of attacks using metrics such as throughput, packet losses and
packet delivery ratio.
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Fig. 1: Network with blackhole attack

Fig. 2: Network with grayhole attack node

7.1. Throughput
It is the amount of data transferred from sender to receiver in a given amount of time. It is measured in
bits per sec or packets per sec. Throughput is calculated for the network in normal condition and then in
presence of attacks. Throughput values for 20 nodes are calculated at pause times 20s,40s,60s,80s.These
values are listed in Table 2 and they are plotted in graph as shown in figure 3.Based on simulation results we
can analyze that , the throughput of network under black hole and gray hole attacks decreases when
compared to the network under normal conditions.

Fig. 3: Comparison of Node Throughput for 20 nodes
Table. 2: Throughput Values for 20 nodes

Pause time in secs
20
40
60
80

Blackhole
12654
26478
39706
51260

Grayhole
16379
37147
57448
69415

Normal
20336
40885
59613
75867

7.2. Packet Loss
Number of packet loss can be calculated by subtracting the received packets from send packets. These
values are calculated for different scenarios like 20, 40, 60 and 80.These values are listed in Table 3 and
plotted as shown in the figure 4. Based on simulation results, we observe that the packet loss of network
under normal condition is less than that of network under black hole and gray hole attacks.
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Fig. 4: Impact of attacks on packet loss
Table. 3: Packet loss for different scenarios

Nodes

Blackhole

Grayhole

Normal

Nodes

Blackhole

Grayhole

Normal

20

166.01

148.70

147

60

236.75

162.14

161.50

40

145.68

125.6

122.00

80

244.44

225.09

221.30

7.3. Packet Delivery Ratio
It is the ratio of data packets received by the destination to those sent by the source. It is calculated by
dividing the number of packet received through the number packet sent from source. Packet Delivery Ratio
(PDR) is calculated by considering number of nodes as 20, 40, 60 and 80.These values are listed in Table 4
and they are plotted in graph as shown in figure 5.PDR characterizes both correctness and efficiency of
network. A high PDR is desired in any network. It is observed from the simulation that PDR value of
network in normal condition is higher than the network under attacks.
Table. 4: PDR values for different scenarios

Number
of nodes

Normal

Blackhole

Grayhole

Number
of nodes

Normal

Blackhole

Grayhole

20

86.57

8.05

85.75

60

97.79

0.59

89.63

40

98.63

1.70

87.96

80

97.07

1.83

82.63

Fig. 5: Impact of attacks on PDR

7. Conclusion
The security of the Ad Hoc network routing protocols is still an open problem and deserves more
research work. In this paper, we have analyzed the security threats faced in an ad hoc network. We have
implemented Black hole Attack and Gray hole Attack against AODV routing protocol using Network
Simulator-2.we have analyzed the performance of network under these attacks by considering different
performance metrics. This research defines a first fruitful effort towards the definition of an attack

151

implementation for auditing the resilience of Ad Hoc routing protocols and discovering new vulnerabilities
in such communication elements.
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