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Abstract. The recent progress in the digital multimedia technologies has offered many facilities in the
transmission, reproduction and manipulation of data. However, this advance has also brought the problem
such as copyright protection for content providers. Digital watermarking is one of the proposed solutions for
copyright protection of multimedia. This paper proposes a blind watermarking algorithm based on fractal
model in discrete wavelet domain for copyright protection. The idea of the presented scheme is to hide a
binary image as a watermark with fractal parameters in wavelet domain of host image. Fractal compression
technique is used to encode a gray image and fractal codes are embedded into the wavelet coefficients of the
gray image according to well-connected watermark algorithm. The experimental results show that the
algorithm is robust against JPEG compression attacks.
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1. Introduction

The rapid evolution of the Internet makes easier the transmission of digital multimedia content such as
text, audio, images and video. Digital media can be accessed or distributed through the network. As a result,
replications of digital media are simple with no loss of fidelity, that is, the copy of a digital medium is
identical to the original one. An unlimited number of identical copies of digital media can be illegally
produced; this is a serious threat to the copyright of the media owner. Therefore, to protect and enforce
intellectual property rights of the media owner is an important issue in the digital world [1].

Digital Watermarking is an important issue in the field of multimedia security protection. The
digitization of our world has expanded the concept of watermarking in order to be used in authenticating
ownership claims and protecting proprietary interests. Digital watermarking can be applied to various digital
products such as images, audio, text, graphics and certificates. Especially in the image security concerns, it is
a widely used method. Within several techniques this watermark can be recovered from the processed image
in order to determine the copyright owner of the image. In digital watermarking, the actual bits are scattered
in the image in such a way that they cannot be identified and show resilience against attempts to remove the
hidden data.

An ideal watermarking system, however, would embed an amount of information that could not be
removed or altered without making the cover object entirely unusable. As discussed in [2] this may deter
people from illegal copying by allowing the determination of the legitimate owner of the protected digital
media and corresponding copyright. As a side effect of these different requirements, a watermarking system
will often trade capacity and perhaps even some security for additional robustness. There are two main
categories that a watermark can fall under, namely visible and invisible watermarks. Most of the literature
has focused on the invisible digital watermarking as it has more applications in today’s digital world. Visible
digital watermarks are strongly linked to the original paper watermarks that have been traced back to the end
of 13th century.

Thus, Digital watermarks serve and important role in providing evidence of copyright infringements and
thus making the misuse of protected multimedia traceable.
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1.1. Watermark applications

The requirements that a watermarking system needs to comply with depends upon the specific type of
application. A few most common applications involve: owner identification, transaction tracking
(fingerprinting), copy protection, broadcast monitoring, medical applications, media bridging, data
authentication and covert communication.

1.2. Watermark requirements

There are many different protocols and embedding techniques that enable us to hide data in a given
object. However, all of the protocols and techniques must satisfy a number of requirements so that
watermarking can be applied correctly. The main requirements that watermarking techniques must satisfy,
involve: robustness, imperceptible, undeletable, unambiguous, quality of the image, payload capacity of the
image, reliability of the watermark, fidelity and computational cost.

In this paper, we introduce a robust digital image watermarking algorithm. Our digital image
watermarking approach is using fractal model in DWT domain. A binary image has chosen as a watermark.
To verify the effectiveness of the proposed scheme, a series of simulations and experiments are conducted.
Simulation results show that the proposed scheme is more robust than existing methods.

This paper is organized as follows. Section II describes previous works on image watermarking methods.
In section III a fractal model that used in our watermarking approach is described. Section IV reviews some
necessary background on wavelets. The proposed algorithm for watermark embedding and extraction is
described in section V. In section VI we present experimental results and finally in section VII summaries of
results and future research to continue this work is provided.

2. Previous works

Digital image watermarking has been the scope of heavy research since mid 1980°s and a variety of
watermarking techniques has been proposed in recent years.

The digital watermarking technologies can be divided into two categories by the embedding position,
spatial domain and frequency domain watermark [3].In spatial domain techniques, the values at the image
pixels are directly modified based on the watermark that has to be embedded. The simplest way is to modify
the last significant bits (LSB) of the image’s pixel data. In frequency domain the transform coefficients are
modified instead of directly changing the pixel values. The inverse transform is finally applied to obtain
watermarked image. The transforms commonly used for watermarking purposes are the discrete cosine
transforms (DCT), discrete Fourier transforms (DFT) and discrete wavelet transforms (DWT) [4]. Spatial
domain techniques are developed earlier and are easier to implement, but they are limited in robustness,
while frequency domain techniques are more robust and compatible to popular image compression
standards. . Digital wavelet transformation is adopted in this paper. The DWT is a mathematical
transformation that takes a signal and transforms it from spatial domain into frequency domain. It efficiently
decomposes an image into multi-resolution sub-bands and has the characteristics that energy compacts into a
few low transform coefficients after the wavelet transform [5].

One of the earliest schemes for image watermarking using fractal coding was presented in 1996 by Puate
and Jordan [6]. In their paper a fractal-based approach is proposed where the concept of fractal image
compression is applied to binary image watermarking. In the approach, to embed a watermark fractal codes
are skilfully divided into two subsets. Each subset represents a bit value, 0 or 1. To retrieve the embedded
watermark, the fractal code of image block is found and the bit value of watermark is assigned according to
the subset which the fractal code belongs to.

In 2000, Li and Wang utilized the isometric property to embed the watermark bit by two isometric kind
of plane. Since then, there were few papers to investigate the digital watermarking based on fractal coding
[7]. In this paper we applied fractal encoding technique as it identifies parts of the image that are most suited
for data hiding.

Many image processing schemes that employ hybrid fractal and wavelet techniques have been proposed
in the last few years [8]. In these schemes fractal image coding process is wavelet decomposition while the
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fractal decoding process is a successive interpolation of wavelet detail coefficients. The issues of these
methods are related to robustness against image processing attacks and time of information processing.

3. Fractal image watermarking

Fractal encoding can be done in spatial domain [9] and frequency domain [10]. Paul Darven [11]
suggested a fractal method that uses the information of range and domain region as key. Joan Paute and Fred
Jordan [5] used key to generate coordinates of range blocks. Patrick Bas and Jean-Marc Chassery [12] used
fractal scheme for watermarking. They find the transformation such that for each block D and R, a new range
block R'is calculated [12]. Our approach used the collage theory that is developed by Jacquin [13] in fractal
compression. This fractal code extracts the self-similarities of an image. It is generated by calculating an
Iterated Function System (IFS) of the image. Here the entire image is not self similar, but parts of the image
are self-similar with properly transformed parts of it. The use of fractal model in our approach is described in
section 5.1.

4. Discrete wavelet transform

Discrete wavelet transform is a multi resolution decomposition of a signal. Considering an image, 1 level
DWT involves applying a low pass and a high pass filters along the columns and then the rows respectively.
The low pass filter applied along a certain direction extracts the low frequency (approximation) coefficients
of a signal. On the other hand, the high pass filter extracts the high frequency (detail) coefficients of a signal
[14].

In two dimensional applications, for each level of decomposition, we first perform the DWT in the
vertical direction, followed by the DWT in the horizontal direction. After the first level of decomposition,
there are 4 sub-bands: LL1, LH1, HL1, and HH1. For each successive level of decomposition, the LL sub-
band of the previous level is used as the input. Each tile component undergoes three levels of decomposition.
This results in 10 sub-bands per component. LH1, HL1, and HH1 contain the highest frequency bands
present in the image tile, while LL3 contains the lowest frequency band.

The three-level DWT decomposition is shown in Fig.1.

LL3 [HL3
HLZ
LH3[HHA HL1
LH2 HHZ2
LH1 HH1

Fig.1: Three-level DWT decomposition

5. Proposed method

Our proposed method is approximately derived from [15]. But in our method a binary image is
embedded in frequency domain of original image and algorithm searches similarities in frequency domain.
Our embedding and extracting processes are shown in Fig.2 and Fig.3. The proposed scheme is based on
fractal model in watermarking technique of image. The details are described in the following subsections.

Watermark signal

¥

Original image DWT Watermark
——— Decomposition embedding ¥ Inverse DWT |—— Watermarked image
process with
fractal model

Fig.2: Block diagram of watermark embedding

618



Watermark

Watermarked image DWT extracting )
®  process with [ Extracted watermark signal

fractal model

» Decomposition

Fig3: Block diagram of watermark extracting

5.1. Watermark embedding

We can generalize the total watermark embedding process in the two steps: first extracting a set of
features (host features) from the host image, and then by modifying them according to the watermark content.
The choice of the host features and the definition of the embedding rule have implications on watermark
robustness and imperceptibility, which are the main concerns and challenges of the watermark embedding
process.

The most of the energy of the image concentrated in the low-frequency approximation of the carrier
image after wavelet decomposition. It is the smooth part of the image and the human eye more sensitive to it.
Although embedded watermark in this part can obtain a good robustness, but the watermark transparency
will be significantly reduced. In normal circumstances, the watermark should be embedded in the second or
third level of wavelet coefficients which has medium frequency characteristics in order to meet transparency
and robustness requirements of the digital watermark. In our method we transform image into third level of
discrete wavelet decomposition. In third level, The LH3 sub band is more significant than the HL3 sub band
[16]. For this reason, it would be suitable to embed the watermark in the middle frequency band LH3 instead
of HL3.

In this method image is partitioned in to 2 regions: domain region D and range region R. The sub images
within the range region and domain region are called range blocks and domain blocks, respectively.

A domain pool is consisted of a set of blocks in the domain region. It is split into two halves DO and D1.
Fractal image compression theory is used to identify a series of range blocks and a corresponding series of
matching domain blocks. The matching process produces the best matching domain block and a
corresponding fractal transform for each range block.

The fractal transform basically involves multiplying a coefficient in the medium frequency of third level
of DWT in the selected domain block by an average scaling factor (S) and adding an offset factor (O) to the
result (R'=S.D+0) [13]. Thus the fractal transformation is applied to the domain block to produce a new
range block that is visually similar to the original range block. This new block is written to the watermarked
image in place of the old range block. If the current bit of watermarking data is 0, we search for a match in
the first half of the domain pool otherwise we search the second half. For each bit of watermarking data a
new range block is produced.

The embedding algorithm takes image I and binary watermarking image as input. It outputs a visually
identical image Inew that has watermarking data hidden in it. First of all, image I is partitioned into four
quadrants. First and fourth quadrants constitute the range region R and second and third quadrants constitute
domain region D (Fig.4).

Each Range region is divided into square blocks {r0O,rl,...,rl1} of equal size (8x8). These blocks are non-
overlapping. Also each D region is divided into square blocks of equal size (8x8). Each block in R region
and D region is transformed to third level DWT coefficients and we consider the similarities between only
the medium frequency coefficients of this level.

If the watermark bit is 0 we search for a best match in LL3 of each domain block in the DO region
otherwise we search for a best match in LL3 of each domain block in D1 region. For each bit of
watermarking data a new LL3 of range block is chosen orderly. After fractal transformation new range block
will be added in LH3 sub band of old range block.
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Fig4: Image partitions

5.2. Watermark extracting

Extracting method is reverse of embedding. Range and domain regions remain same as in embedding
process. First watermarked image‘s blocks are transformed into three-level DWT domain. To find a bit of
watermark data in the image file, first we select a domain block from the domain region DO in the same order
as in the embedding process and search the range block r in two range regions which minimizes the quadratic
error and matches it by a linear relationship. The linear relationship is that each coefficient in domain block
is formed by multiplying corresponding coefficient in the range block by a scale factor and adding an offset
factor. The match is successful if we can find this linear relationship between the two blocks. After match
found in R regions, we set a bit of watermark data which corresponding to the place of R, to 0. These
operations will continue in D1 domain same as last step but after match found in R regions, we set a bit of
watermark data which corresponding to the place of R, to 1.

6. Experimental results

We use the peak signal-to-noise ratio (PSNR) to evaluate the quality between the attacked image and the
original image. The PSNR formula is defined as follows [16]:

PONR =10xlog s — H-IW%ISS X259 db
2
HxW ;;[f(x,y) g(x,»)] (D)

Where H and W are the height and width of the image, respectively; and f(x,y) and g(x,y) are the grey
levels located at coordinate (x,y) of the original image and attacked image, respectively.

After extracting the watermark, the normalized correlation coefficient (NC) is computed using the
original watermark and extracted watermark to judge the existence of watermark. It is defined as follows
[16]:

1 wy, —1w,,—1

NC=———2% > wi, )XW, j) (2

W, XW,, 20 =0

We used 256x256x8 standard test images such as Lena.bmp, Airplane.bmp and Truck.bmp as original

images which are obtained from[17], and the watermarking we used is the binary value image of 40%40
(Fig.5(a) and Fig.5(b)).

Fig.5(c) and Fig.5(d) shows the watermarked image and the extracted result.

@) (b) (c) (d)

Fig.5: (a) Original Lena image of size 512x512 (b) Original binary watermark of size 40x40 (c) Watermarked Lena with PSNR=54.14

(d) Extracted watermark with NC=1
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Table LI and III show the NC values after attacks by JPEG compression with different quality factors on
three watermarked images.

TABLE I. Normalized correlation coefficients(NC) after attacks by JPEG compression with the quality factors(QF) 10,
20, 30, 40, 50, 60, 70, 80, 90, and 100 in watermarked Lena image with PSNR=54.14

QF 10 20 40 50 60 70 80 90 100
NC 42 0.95 1 1 1 1 1 1
Extracted watermark I\-'I.C K MCK MCK MCK MCK MO MCK

TABLE II. Normalized correlation coefficients(NC) after attacks by JPEG compression with the quality factors(QF) 10,
20, 30, 40, 50, 60, 70, 80, 90, and 100 in watermarked Airplane image with PSNR=55.23

QF 10 20 30 40 50 60 70 80 90 100

NC 4 0.80 0.96 1 1 1 1 1 1

Extracted watermark MCK MCK MCK MCK MCK MCK MCK

TABLE III. Normalized correlation coefficients(NC) after attacks by JPEG compression with the quality factors(QF) 10,
20, 30, 40, 50, 60, 70, 80, 90, and 100 in watermarked Truck image with PSNR=53.31

QF 10 20 30 40 50 60 70 80 90 100

NC 0.39 0.53 0.76 0.92 0.95 1 1 1 1 1

Extracted watermark MC ls MCK MCK MCK MCK MCK MCK

Compared to two existing recently published papers by Shu [8] and Li [16] based, the results are shown
in that our proposed method is more robust against JPEG compression attack than the other 2 methods.

7. Conclusion

Fractal image compression is a novel technique in the field of image compression. The main goal in
fractal compression of images is to try to find self-similarity in an image and exploit this redundancy in the
image coding. This paper proposed a novel blind watermarking algorithm based on fractal model in wavelet
domain. The watermarking algorithm makes use of characteristic of multi resolution of DWT and fractal
coding to assure the invisibility and robustness. The simulation experiments validate the effectiveness of the
watermarking scheme. As a result, in the proposed method the values of the PSNR of the watermarked
images are improved (PSNR is more than 50 dB) and it can effectively resist common image processing non
geometric attacks, especially by JPEG compression (with a quality factor up to 20) .The extracted watermark
for attack is clearly recognizable.

Further research should go towards improving the watermarking program and adding extra functionality.
One of these is looking at having multiple watermarks for a single image, so that different parts of the image
have a different watermark. We used fixed partitioning scheme. Instead of this, adaptive partitioning scheme
can be used, which would yield better results if used as the basis for the data hiding method.
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