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Abstract. Ad Hoc networks are much vulnerable to be attacked because of its characteristics. In this paper,
we analyze the security problem in the hierarchical mobile Ad Hoc networks. And then we propose a secure
clustering algorithm based on reputation in defense of threats in clustering. In the algorithm, the nodes’
reputation is used to improve security, which is evaluated by combining the experience of the node in the
routing process. In addition, we consider degree and relative mobility in the clustering to guarantee the
stability of clusters. The weight of each node is computed through considering the above three factors
simultaneously. It is used to elect the secure backbone nodes in the networks. Moreover, it is efficient in the
cluster rebuilding and healing. The simulation results show that the proposed algorithm can effectively
improve the security and stability of network.
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1. Introduction
A mobile ad hoc network (MANET) is the cooperative engagement of a collection of wireless mobile
nodes without any predefined infrastructure relied on to keep the network connected. As ad hoc networks do
not have any fixed infrastructure, all network functions can be performed by the mobile nodes themselves in
a self-organizing manner. This gives rise to much vulnerability in ad hoc networks, making the issue of
security very important and challenging [1].
With the growth of ad hoc networks, the hierarchical structure has been receiving a much attention due
to its scalability in large-scale networks. In recent years, many kinds of clustering algorithms are proposed to
elect the backbone nodes and build cluster [2-4]. According to the various objectives and requirements,
clustering schemes focus on different metrics, such as the node’s mobility, energy, connection and load
balance. The lowest-ID cluster algorithm the highest-degree cluster algorithm and the weighted clustering
algorithm are the typical clustering algorithms.
Currently, most clustering algorithms assume that the network environment is reliable and has no threats.
In fact, ad hoc networks are easy to be wiretapped, intruded and attacked, because of the open distributed
network structure. Clusterhead and gateway are the key nodes (i.e., backbone nodes) in hierarchical ad hoc
networks. If they are intruded, the network performance must decrease seriously. Therefore, we need to
promote an effective detection measure to the bone cluster structure for network security, such as clustering
in hierarchical ad hoc networks. In this paper, we propose a secure clustering algorithm based on reputation
(SCAR). The nodes’ reputation is used to improve security, which is evaluated by combining the experience
of the node in the routing process. In addition, we consider degree and relative mobility in the clustering to
guarantee the stability of clusters. The weight of each node is computed through considering the above three
factors simultaneously. It is used to elect the secure backbone nodes in the networks. Moreover, it is efficient
in the cluster rebuilding and healing.
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The rest of this paper is organized as follows. Section 2 describes attacks in clustering. Section 3 presents
the reputation evaluation mechanism. Section 4 proposes SCAR in detail. Section 5 shows the simulation
results and analysis of the proposed algorithm’s performance. Section 6 concludes this paper.

2. Attack in clustering
According to the impact of the malicious nodes in clustering, we divide the attack into direct clustering
attack and indirect clustering attack.
In the direct clustering attack, the malicious nodes discourage the clusterhead election procedure, which
will make the network difficult to build the clusters. Moreover, it is unable to establish the routing in clusters.
Thus, this kind of attack can further destroy the communication in the networks. Flooding [5] and rushing [6]
are the typical direct clustering attack.
To complete the indirect clustering attack successfully, firstly malicious nodes should be chosen as
clusterheads with the benefit of fake metrics (e.g., degree and mobility) in clusterhead election procedure.
After that, these malicious clusterheads can carry out diverse attacks in the routing. Compared with the direct
one, the indirect clustering attack is more difficult to be detected. Wormhole attack [7] is an example of this
kind attack. In the clustering, the attackers are successful to be the gateway nodes, and then they attack the
network as the role of the backbone nodes.
Figure 1 shows the wormhole attack in the process of clustering. Node A and B are the malicious nodes
in the wormhole attack, and they are respectively in two widely separated clusters C and D. They associate
with each other and send the cluster information to each other through the wormhole tunnel they build. And
then, the malicious node can cheat the clusterhead and be elected as the gateway node. That is, the wormhole
attackers build a backbone link C-A-B-D. They can carry out many kinds of attacks in this link, such as
blackhole attack and resource consuming attack.

Fig. 1: Wormhole attack in the process of clustering

3. Reputation Evaluation
In our reputation evaluation mechanism, the reputation is evaluated by combining the experience of the
node in the routing process. We can master the security situation of nodes through the reputation value to
choose the nodes with higher value, thus ensuring communication reliability.
The reputation of the node is evaluated through the capability of the node in dealing with packets in the
routing process. In ad hoc networks, the behaviours of the node involve processing routing control messages
and data packets in the routing. Attack measures of these two kinds of packets include forging, deleting, and
tampering. Considering these, attack actions can be divided into selfish and malicious attacks. In a selfish
attack, the nodes may drop the data packets entirely or proportionally to save energy. In a malicious attack,
the nodes may transact the routing control messages abnormally, which can result in increasing resource
consumption and destroying the routing process. Therefore, we classify the reputation of the node into
Selfish Reputation (SR) and Malicious Reputation (MR), which denote the different aspects of nodes in the
routing process.
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The manifestation of a selfish attack is that the attacker drops the data packets in proportion, and its
damage potential changes from quantity to quality, which can indicate the risk intensity through the
accumulation of dropped packets.
We assume that the activity of each node is random (i.e., the moving velocity of the node is uncertain.).
Moreover, we evaluate the BR of each node by period and we assume that the numbers of positive and
negative samples are S and F, respectively. Bayesian theory can be used to evaluate the quality of service.
We have deduced the reputation value in our previous work [8].The selfish reputation value is written as

Rf =

S +1
S +F +2

(1)

Compared with selfish attack, a malicious attack is sudden, and if the condition the attack needs to
function is satisfied, it can destroy the network to a certain extent. Therefore, we set different values for the
two kinds of reputation evaluation. In SR, we set the value to 1. In MR, the value of a will change with the
degree of attack; that is, the more serious the attack, the higher the values are.
The reputation value can be calculated as follows.

R = ω f R f + ωm Rm ( ω f + ω M = 1 )

(2)

4. Clustering Algorithm
In this paper, we propose a secure clustering algorithm SCAR, which takes into account a combined
weight metric, including the reputation value, the node’ degree [9] and the relative mobility [10]. The weight
is calculated as follow.
(1) Clusterhead election
In the initial of establishing cluster, the nodes are assigned as the role (i.e., clusterhead, gateway and
cluster member) in the cluster through the clustering procedure.
Each node broadcasts Hello message to its neighbor nodes periodically for connectivity.
algorithm, the weight information is carried in Hello message.

In our

When the node receives its neighbor nodes’ Hello messages, it updates the related nodes’ reputation
value. In addition, the node can update its degree and mobility, according to the number of Hello messages
received and the transmission power, respectively.
After receiving Hello message in some period, the node gets its initial weight. Then the node sends its
weight through the broadcasted Hello message. Compared with other nodes’ weight, the node that has the
highest weight is elected as clusterhead. If the node A receives the clusterhead message from its neighbor
node B, and node B’s reputation value is higher than A’s, A will send the message to node B to join in its
cluster. If node A hasn’t received the clusterhead’s message during a period, it becomes an isolate
clusterhead which has no cluster member.
(2) Cluster update
Cluster update includes cluster rebuild and cluster healing.
Although the cluster is established, the topology of the network still may change due to the mobility of
node, the descending of the energy and other factors. Thus, the node may leave the original cluster, or the
node may join in the cluster. The original cluster will not be effective. This is cluster reestablishment.
In the cluster healing procedure, we set the related threshold according the node’s role, i.e., TCH, TGW and
TCM (TCH>TGW>TCM) are the thresholds of clusterhead, gateway and cluster member, respectively. When the
node’s reputation value is higher than its role’s reputation threshold, it is suspicious. And then, if this node is
clusterhead or gateway, search its neighbor’s reputation value. If it is higher than this suspicious node’s,
cancel the suspicious node’s role of clusterhead, and elect this node as clusterhead. Else, keep the suspicious
node’s role. If the suspicious node is cluster member, put it into the black list and isolate from the network.

5. Simulation
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In this paper, we performed our experiment on an NS-2 simulator, and compare the performance of
SCAR with WCA. WCA is a weighted clustering algorithm which considers the degree, transmission power,
mobility and battery power of nodes in clusterhead election procedure [4]. We simulated a mobile
hierarchical ad hoc network with 50 nodes. Each node can move in a square range of 1000 m by 1000 m. The
initial positions of the nodes are random on the surface, and all nodes move arbitrarily with the maximum
speed of 3 meters/sec. The simulation work considers the resisting performance of SCAR against both
malicious and selfish attacks.
Figure 2 shows the variation of the overhead in clustering procedure under the rushing attack. From the
figure, we can easily find that the overhead of WCA is more than SCAR’s. This is due to the fact that when
the malicious nodes send numerous clusterhead request messages, SCAR can find them rapidly under the
support of the reputation scheme. And then, these malicious nodes will be isolated from the communication
of network. Cluster recovery can maintain the normal correspond of the whole network, which makes the
overhead descending.
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Fig. 2: The performance of routing overhead under rushing attack
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Figure 3(a) shows the variation of packet delivery ratio under the wormhole attack. We observe that the
packet delivery ratio of SCAR is 20% higher than WCA’s. The packet delivery ratio is an important index in
the evaluation of the performance of routing security. The packet delivery ratio is defined as the ratio of the
number of data packets received by the destinations over the number of data packets sent by the sources.
This is because that malicious nodes associate with each other and forge as gateway. Moreover, they destroy
the routing through wormhole tunnel and cause the dropping of packets, which will disturb the
correspondence of network and make the packet delivery ratio descending. In SCAR, the reputation scheme
can find the malicious nodes from the reputation value. This kind of nodes will be not allowed to be the
backbone nodes. This can effectively prevent the wormhole nodes’ damage, and make the network the higher
packet delivery ratio. Figure 3(b) shows the variation of the overhead under the wormhole attack. We can
find that the overhead of SCAR is a little higher than that of WCA, and the growth rate is 5%. It is caused by
the reputation update.
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Fig. 3: The performance under wormhole attack

6. Conclusion
We research on the threat security in hierarchical ad hoc networks, and proposed a secure cluster
algorithm based on reputation. In this algorithm, a reputation evaluation mechanism based on the behaviors
of nodes is built to achieve accurate definition and precise quantization of reputation for nodes in the
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network. To improve the reliability of a cluster structure, this algorithm considers the reputation, correlation
and mobility of nodes in the process of electing cluster heads and gateways. Moreover, the rebuilding and
recovering mechanism in the algorithm is able to resist attacks on the cluster structure. Simulation results
show that the proposed algorithm can improve the security of clustering, and obtain good performance
through rapid detecting, diagnosing and reacting to various invasions.
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