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Abstract. Generally, integrated circuit (IC) chips (cryptographic circuits) used for credit and cash cards are
secured by encrypting data. The encryption standard, which has been widely diffused in recent years, is
certified that its decryption is computationally impossible. However, it was recently reported that even if an
encryption algorithm is theoretically secured, when the algorithm is incorporated into hardware, confidential
information about the algorithm could be improperly specified when the hardware is operated. Such improper
specifications are generally called side-channel attacks. In particular, the fault attack, which is causing failure
intentionally and reveals a secret key, is very risky. In this paper, we proposed new dedicated evaluation
system for fault attacks. The proposed system achieves evaluations of the resistance against the fault attack
on actual devices. Experimental result using FPGA board shows the validity of the proposed evaluation
system.
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1. Introduction
Security LSI stores monetary and personal identifiable information as electronic circuit data, and is used
for electronic money or electronic identification devices. Cryptographic circuits are used to protect
confidential information incorporated into LSI, and an internal confidential key of a cryptograph, which is an
essential element of security is protected not to be illegally read. It is sufficiently proven that encryption
standard algorithms used in cryptographic circuits cannot be decrypted computationally. However, studies on
various physical analysis attacks that steal internal information by physically attacking LSI have been
advanced [1]-[5]. In particular, the fault attack, which is causing failure intentionally and reveals a secret key,
is very risky. Therefore, when an encryption algorithm is incorporated into hardware, it is important to
evaluate the resistance against the fault attack.
However, almost all previous studies on the fault attack focused to the theoretical analysis. By contrast,
there are few studies which discuss how to generate the fault on actual devices.
In this paper, we proposed new dedicated evaluation system for fault attacks. The proposed system
achieves evaluations of the resistance against the fault attack on actual devices. Experimental result using
FPGA board shows the validity of the proposed evaluation system.

2. Fault attack for Advanced Encryption Standard
Advanced encryption standard (AES) is one of encryption standards and it is widely used. The round
processing of AES is performed in the form of a byte unit, and a plain text, a cryptogram and a secret key are
composed of 16 8-bit sub-blocks. In AES, since MixColumns processing is not performed in the 10th round
(final round), a cryptogram corresponds to the medium value of the round before the final round in the form
of a byte unit.
On the other hand, the fault attack injects faults during encryption processing and it reveals the secret
key using cipher texts with faults. Differential Fault Analysis (DFA) is one of fault attacks. Fig.1 shows an
example of DFA which is applied to AES. In DFA, faults have to be injected between the rounds 8 and 9.
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Fig. 1 Example of DFA which is applied to AES

It assumes K10, which is the key on the round 10, and the value of cipher text on the beginning of the
round 10 is calculated using that on the end of the round 10.
= 4C CC 9C A2 AC 4B DB 61 87 23 6A 5B EA 1A 9F 15

(1)

= 4C CC 9C A2 AC 4B DB 61 A6 02 09 19 EA 1A 9F 15

(2)

Here, C indicates a cipher text, and C’ indicates a cipher text with faults. The difference of the correct
cipher text and the cipher text with faults is calculated.

= 00 00 00 00 00 00 00 00 21 21 63 42 00 00 00 00

(3)

Thus, the difference can reduce the number of the candidates of the secret key. The secret key is revealed
by repeating this procedure..

3. Proposed system
The proposed evaluation system injects faults during encryption processing using glitch pulse on the
system clock. Fig.2 shows the proposed system.
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Fig. 2 The proposed evaluation system

It generates two clock signals with the difference phases, using two digital clock managers (DCMs) as
shown in Fig.2. Here, these clock signals are switched to arbitrary timing using a counter circuit. Specifically,
the number of rounds is counted using the busy signal from the counter circuit. In order to inject faults, the
glitch pulse has to satisfy logic thresholds. Fig.3 shows an example of a generated glitch pulse during
encryption processing of the round 8.
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Fig.3 Example of a generated glitch pulse during encryption processing of the round 8

4. Experiment
To verify the validity of the proposed evaluation system, several experiments were performed. In
experiments with an actual device, SASEBO-GII, a board for evaluating side-channel attacks, was used. A
module of SubBytes transformation of AES was described by applying the truth table method to circuit. In
this experiment, the fault of which "7F" converted to "7E" was injected at the 7th state on round 8. The
correct cipher text is as follows.
3A A2 1F 26 72 B2 91 2D E4 A5 79 64 CA 60 89 FC

(4)

By contrast, the cipher text with faults is as follows.
3A A2 1C 26 72 E3 91 2D D7 A5 79 64 CA 60 89 11

(5)

Fig.4 shows the experimental result. The proposed system was able to inject the fault at specific timing
on actual device as shown in Fig.4.

5. Conclusion
This study proposed new dedicated evaluation system for fault attacks. The proposed system achieves
evaluations of the resistance against the fault attack on actual devices. Experimental result using FPGA
board shows the validity of the proposed evaluation system. In the future, we will evaluate the other
SubBytes transformation modules such as PPRM1, PPRM3, and composite field type. We will also apply the
proposed method to resistance verification against the other fault attack methods.
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Fig.4 Experimental result
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