
Enhanced Graphical Password by using Dynamic Block-style Scheme 

Woo Chaw Seng1, Yong Kok Khuen2 and Ng Liang Shing2 
1Department of Artificial Intelligence, Faculty of Computer Science & Information Technology, University 

of Malaya, Kuala Lumpur, Malaysia 
2Department of Artificial Intelligence, Faculty of Computer Science & Information Technology, University 

of Malaya, Kuala Lumpur, Malaysia 
1cswoo@um.edu.my, 2kokkhuen.yong@gmail.com

Abstract. Alphanumerical authentication systems nowadays always encounter the balancing problem 
between security and usability. A weak password is easy be to remembered but it is also easy to be guessed 
while a strong password is harder to be guessed but it is also harder to be remembered. Thus, many 
automated attacks are designed to break the alphanumerical password. Graphical password system can 
overcome this problem by creating secure and memorable passwords. The basic idea of graphical password is 
that human can remember pictures better than an alphanumeric string. A new graphical password scheme 
using dynamic block-style is proposed in this project. The primary objective of this project is to develop a 
graphical authentication system that is usable and secure. In addition, we applied fuzzy logic methods to 
enhance the usability by allowing certain degree of tolerance during authentication. Different types of pass-
images were also tested. From the implementation, the proposed scheme is able to provide larger password 
space and reduces registration and authentication time. Nature scene images that have the most key points are 
most suitable to be used in this scheme. 
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1. Introduction 
The most common computer authentication method is to use alphanumerical usernames and passwords. 

This method has been shown to have significant drawbacks. For example, users tend to pick passwords that 
are short and can be easily guessed. On the other hand, if a password is too long or hard to guess, then it is 
often hard to remember [1]. 

Graphical password schemes have been proposed as a possible alternative to text based schemes, 
motivated partially by the fact that humans can remember pictures better than text. Beside that, if the number 
of possible pictures is sufficiently large, the possible password space of a graphical password scheme may 
exceed that of text based schemes and thus presumably offer better resistance to brute force search and 
dictionary attacks [2]. In addition, graphical password also has better resistant toward spyware and social 
engineering when compared with text based password. Because of these advantages, there is a growing 
interest in graphical password as alternative authentication method [3]. 

However, most of the current graphical password schemes do not have a balance between usability and 
security aspects. For example, if the system is too simple then the system may not be secure enough. If the 
algorithm is too complex then the system may not be user friendly, e.g.: difficult to learn and takes too long to 
log in. 

2. Related Work 
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By dividing the image into 10×10 grids, it will make the password space of this system to exceed the 
password space of traditional alphanumeric password scheme, that is only [94]^n where n = length of 
password, which is not secure enough because technically it can be easily cracked by a nonstop brute force 
search. 

So, in order to increase the security, the dynamic randomize method is used. Each time during the 
authentication phase, the location or the look of the image will be changed, and thus it will be very hard to be 
cracked by only an automated program. 

During authentication phase, the user is given 3 attempts to enter the correct password. If all 3 attempts 
are failed, an acceptance test by fuzzy logic will be applied to determine whether the user can log in or 
otherwise. Figure 2 shows the rules of the fuzzy inference: 

 

Figure 2.  Rules of the Fuzzy Inferences 

The acceptance test has 2 inputs – password length and click accuracy, and an output which is the result of 
the acceptance test. Figure 3 depicts the membership functions of the password length: 
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Figure 3.  Membership Function for the Password Length 

Each attempt only allow maximum of two inaccurate clicks, and the minimum value follow the mapping 
in Figure 4 is selected as the input for acceptance test. “1” indicates the actual password click, the value 
decrease as the distance increase. 

141





passwords do not match, the user is required to repeat the steps. Figure 6 presents the registration Graphical 
User Interface (GUI): 

 

Figure 6.  Registration Graphical User Interface 

4.3. Authentication Module 
To login, the user first enters the username. The system then checks the validity of the username. If the 

username does not exist, the user is notified and required to re-enter the username again. On the other hand, if 
the username exists, the authentication process will start with the randomized password selection screen. 

The user is required to click on the password’s grids on the randomized location pass-image. If a 
password match is found, the authentication is completed. Otherwise, if a match is not found, the user is given 
2 more attempts. After 3 attempts, the authentication fails and the account is locked. Figure 7 shows the 
authentication GUI: 

 

Figure 7.  Authentication Graphical User Interface 

In addition the the functions mentioned, the system also has a module that allows users to change 
password. 

5. Experiment Results 
First of all, functional test is done. The system is tested based on the functional requirement and non-

functional requirements as planned during the system planning.  
Following that, an experiment of image selection is done by using Harris corner detector to find the key 

points of the pass-images. There are 3 categories of images tested by this experiment which are: nature scene, 
human and synthetic image – cartoon. Table 1 shows the number of key points in each image: 
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The nature scene images always have the highest number of key point and random distribute key points; 

this is because the image of nature scene is very noisy. Human images are more smooth compared to nature 
scene, and the key points always concentrate on certain area, e.g. eyes and nose.  Cartoon always has the 
fewest key points because there are make up by continuous line. 

In other words, nature scene is the hardest to crack but without many memorable key points. Human and 
cartoon images are more user friendly because the key points are concentrated on certain areas, which is easy 
to be remembered by human. 

6. Discussion 
In terms of usability, the registration and authentication processes are simple; users only need to key in 

their username and click on the password. The users did not get confused during the system test phase. 
Besides, these processes are easy and fast. Users are allowed to proceed to their actual tasks with minimal 
time. A degree of tolerance is allowed to increase the system usability. Furthermore, the user interface of the 
system is simple and understandable to users on the first view. Lastly, the instructions are clear to guide new 
users on how to use the system. 

On the security aspect, the large password space and dynamic position of password of the system provide 
high resistance to most common attack, e.g. brute-force search and shoulder-surfing attacks. The password is 
also easy to be remembered and hard to be guessed. In addition, the account will be locked after 3 attempts if 
the acceptance test is failed, this will further enhance the security of the system. 

7. Conclusion 
The password problem has made it clear that there are problems with the usability and security of 

traditional text-based passwords. These problems exist due to the limitation of human’s Long Term Memory. 
Throughout the last decade, several alternative mechanisms have been developed. However, due to the cost of 
hardware, security and usability reasons, traditional text-based password remain dominant. 

The purpose of this project is to develop a usable and secure graphical authentication scheme as an 
alternative authentication system. Graphical password has been designed to overcome the text-based password 
problems. Graphical passwords are more memorable compared to text-based passwords. 

A dynamic block-style scheme for graphical passwords is proposed in order to enhance the security and 
usability aspects in graphical passwords. 

By implementing the dynamic block-style scheme, it provides larger password space than traditional text-
based passwords. Beside that, certain degree of tolerance is allowed to increase the usability. In addition, 
selection of the image also affects the security and usability of the system. Simple images increase the 
usability, which are more users friendly and memorable. On the other hand, complex images are noisier and 
thus harder to be cracked, but user may be confused when entering the password. Our scheme allows users to 
choose their own pass-image. 

In conclusion, by implementing the proposed dynamic block-style scheme, it is able to provide large 
password space and reduces registration and authentication time. Therefore, it enhances the security and 
usability in graphical passwords. 
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TABLE I. NUMBER OF KEY POINTS IN EACH IMAGE
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